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NEW YORK STATE SOCIAL SECURITY
NUMBER PROTECTION LAW
EFFECTIVE JANUARY 1,2008

A new law in New York State restricting the use and display of an individual’s Social Security
number (SSN) will be effective January 1, 2008.

Employers in the State that use employee SSNs, or even a portion of those numbers, for the
purposes of record-keeping, timekeeping or as employee identification numbers, may face
harsh penalties if they do not take immediate steps to ensure compliance with the law.

The "Social Security Number Protection Law" covers all persons, firms, partnerships, associ-
ations and corporations in New York State, excluding governmental entities, who fail to ade-
quately restrict access to their employees' SSNis.

The restrictions on SSN use and display are broad. The law restricts the use and display of an

individual’s SSN, as well as the use and display of "any number derived from [a person's
SSNJ."

Employers are also required to take steps to limit unauthorized access to SSNs within their
organization. While the law allows employers to maintain employee numbers on files for
administrative reasons, it calls upon employers to take "reasonable measures" to ensure the
confidentiality of those numbers.

WHAT Is PROHIBITED BY THE NEW LAW?
The Social Security Number Protection Law prohibits the following:

® Publishing or communicating an individual’s SSN to the general public.

* Displaying an individual’s SSN on an employee ID card or tag.

® Requiring internet transmission of an employee's SSN via an unencrypted connection. An
employer may ask for a SSN on a secure connection accompanied by an additional password

or authentication tool.

* Sending an individual’s SSN to that person on materials through the mail (unless required to do
so by federal or state law).
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IMPORTANT EXCEPTIONS TO THE LAW'S REQUIREMENTS
There are several exceptions to the requirements of the Social Security
Number Protection Law that should be noted by employers.

® The use of encrypted SSNs is permitted under the law's provisions.

e The law also affords an exception for administrative documents,
including enrollment, amendment or termination papers regarding
employee benefit plans. Administrative documents sent by mail must
be in an envelope and SSNs cannot appear on a postcard or enclosure
that makes the number visible to someone other than the mail recip-
ient.

SIGNIFICANT CiviL PENALTIES FOR NON-COMPLIANCE

Any employer who is found to be in violation of one the Social Security
Number Protection Law may be subject to significant civil penalties. If
the violation involves only one individual’s SSN, the maximum penalty
is $1,000. However, if the disclosure of multiple SSNs are involved, the
employer may incur a maximum penalty of $100,000. A second viola-
tion within an organization increases the potential penalties to $5,000
and $250,000, respectively.

There is a good faith allowance in the law for employers who, in good
faith, implement policies and procedures to guarantee compliance with
the law. An employer who "shows, by a preponderance of the evidence,
that the violation was not intentional and resulted from a bona fide error
made notwithstanding the maintenance of procedures reasonably adopt-
ed to avoid such error" will incur no civil penalties.

Reviewing and adjusting policies and practices on the use and display of
employee SSNs prior to the law's January 1, 2008 effective date for com-
pliance will decrease potential liability in the event an inadvertent viola-
tion of the Social Security Number Protection Law occurs. If you have
any questions regarding the New York State Social Security Number
Protection Law or any other employment-related issues, please contact
John Monahan at 716.843.3870 or jmonahan@jaeckle.com.
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